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SAFE SURFING
Keeping out of harm’s way on the Internet



WHY IS THIS IMPORTANT?
Because adults and children use the Internet in different ways

PARENTS
YOUNG
PEOPLE

Mostly email and web-
based research



UN/SUPERVISED ACCESS POINTS

IN SCHOOL OUT OF
SCHOOL

Generally supervised, 
protected and monitored

Often no filtering, 
supervision or monitoring

The Challenge is to ensure children are safe
wherever they use the Internet.



STAYING SAFE 
ONLINE

• Address
• Phone Number
• School
• Town
• Sports Team
• Parent’s Workplace
• Passwords
• Limit time Online
• Unplug and Play
• Take Time for Family
• Face-To-Face time with 
Friends

• No substitute for Physical 
Exercise

Guard your Information



STAYING SAFE 
ONLINE

• Friend or Foe?
• Seeing is NOT Believing
• Never Schedule Offline 
Meeting with Online “friends”

• Tell your Parents if anyone 
tries to meet you Offline

15 year old girl online?



STAYING SAFE ONLINE
• Communicate with your children
• Don’t let them bottle it up
• Tell them it’s OK to ask questions
• Teach them to stay away from 
“Adult Only” sites

• Encourage them to tell you about 
anything that makes them feel 
uncomfortable

• Make sure they know to think 
before uploading videos



STAYING SAFE ONLINE
• Time and a Place
• Carefully consider whether to use 
geolocation on social networks/games

• Never check in at school, church, or any 
place you visit regularly

• Check privacy settings for their Social sites
• Get them to ask your permission before 
using any geolocation

• Be “Scam Smart”
• Don’t open strange emails
• Beware “free” downloads
• Don’t use P2P
• Don’t be a pirate



VIDEO CHAT 
& WEBCAMS

• Think before you cam
• Online Friendships are not real
• Never do random chats
• WebCam Content Online
• Just Say No
• Tell Someone
• Emails and Links
• Where is your Cam?
• Which Sites use them?
• End and Log Out



Be careful who you trust online: remember that people you have met online are still strangers, no matter how 
long you have been talking to them or how friendly they are. Meeting up with these people can be dangerous, so 
only do so with your parents’ or carers’ permission, even then only when they can be present. If you only go with 
your friends then you risk putting them in danger too. 

Keep it private: when you are chatting to people or posting things online make sure you keep your personal 
information private; this includes things like your home address and mobile number. If you are active on social 
networking sites, or if you have your own blog or gaming profile, think about who can see it and what they can 
see. You can set your privacy settings to limit who can see your content - giving out personal information can 
make you vulnerable. 

Understand the tools: if someone is being inappropriate online it is important that you save the messages or 
conversation. An easy way to do this is to use the print screen (PrtScn) button on your keyboard and paste the 
image into a document. Many services have tools that enable you to block and report users who are being 
abusive or making you feel uncomfortable. Have a look at our Need help section for more information about the 
services you use. 

Stay in control! If you have met someone online and the conversations with that person are making you feel 
uncomfortable tell an adult you trust or you can report it to the police. All reports are taken seriously 
and a police officer will contact you to advise you on the next steps. 

To find out more, visit: http://www.thinkuknow.co.uk 

ONLINE GROOMING

http://www.childnet.com/young-people/secondary/need-help
https://www.ceop.police.uk/Ceop-Report/
http://www.thinkuknow.co.uk
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SOCIAL NETWORKING
• Choose Your Friends
• Only friend people you know well
• Don’t get into contest for who has the most friends
• Keep your group of friends small and get more out of Facebook
• Protect Your Info
• Don’t post phone #
• Don’t post address
• Avoid status updates with time and place references
• Don’t use “Places”
• Set all privacy settings to “Friends Only”
• A picture is worth…
• Ask permission to post photos of friends
• You can untag yourself
• Avoid photos that reveal locations like home and school
• Report harmful photos



SOCIAL 
NETWORK SITES

• Keep sharing in the Family
• Don’t share family photos without 
permission

• Get them to ask before uploading
• Privacy? On the Web?
• All media is permanent
• All information is available
• If you don’t want people to know 
about it, don’t do it, and especially 
don’t do it online

• Facebook is NOT your friend!

Awkward Family Photo?



WHAT’S WRONG WITH THESE UPDATES?

Abigail is such a loser. She asked in class whether Hitler was around 
before or after the Last Supper…lol

Woohoo! Going to Paris for a whole week! Be back next Sunday! C-ya!!!
Just got a new iPhone and want to test my tone. Someone call 07783425!
Hi mate, let’s get together after school at my house. 123 Shadesview Terrace, Stevenage



1 Friends: consider who you choose to accept or invite as a friend on your social 
networks. Once you accept someone as a friend they are able to see your content. 
It’s important to always remember that not everyone online is reliable and some 
people may lie about who they are. Remember if someone is aggressive or 
inappropriate to you online most social networking sites have tools to help you block 
or delete that person. 

2 Privacy: most social networking sites have tools available to protect the things you 
post online and how much you share with others. It’s really important to check your 
privacy settings; do you know who can see your content? We would recommend 
that you change your settings so that you are only sharing with your friends. 

3 Think before you post: would you be happy for your head teacher or your 
grandparents to see all of the things you have posted online? It is important to 
remember that once you post something online it is potentially there forever! This 
also relates to content that you post about others; what starts out as a joke or 
gossip can quickly escalate and cause real pain and upset that can’t be taken back.

5 TOP TIPS FOR SAFE SOCIAL 
NETWORKING:



4 Photos: remember your profile picture is the first impression you may give 
someone. Think carefully about the photos you choose to share online; do they 
give away a lot of information about you (eg a picture of you in your school 
uniform)? Also keep in mind that photos can be easily copied, changed, shared 
and used elsewhere – would you want a future employee to see that photo?  

5 Reporting: most social networking sites have a reporting feature in place. If 
something or someone has broken the social networking site's terms of use and 
are upsetting or harassing you, then you are able to make a report. All reports are 
anonymous and will be responded to promptly. If you wish to report content that 
a friend has posted, it is a good idea to have a conversation with them first and 
ask them to take down the content. Let them know that the comment they made 
or the photo they posted was hurtful or embarrassing so that they think more 
carefully about their online actions in the future. 

5 TOP TIPS FOR SAFE SOCIAL 
NETWORKING:



ONLINE REPUTATION
1 Search yourself online: do you know what is online about you? Do a 

simple web search of your name and see what you can find. If you find something you 
aren’t happy with, take the necessary steps to get that content removed. Remember if 
your Facebook or Twitter pages appear you can change this by adjusting your privacy 
settings.

2 Check privacy settings: make sure you know what information you are 
sharing on the websites you use, in particular on social networking sites. Most social 
networking sites have privacy settings to help you manage the content you share and 
who you share it with; you can decide if you want your posts to be shared with your 
online friends and followers only or with the public. Keep in mind that your friend's 
content and their settings can also affect your digital footprint.

3 Think before you post: before you post that funny picture of your friend, 
or make that joke about someone on Twitter, ask yourself do you want everyone to see 
it; friends, family, grandparents, future employers? Would you be happy for others to 
post that type of content about you? You should be proud of everything you post 
online, remember once it is online it could potentially be there forever!



ONLINE REPUTATION

4 Deactivate and delete: when you stop using a social networking profile or 
website, it’s a good idea to deactivate or delete your account. This will mean the 
content is no longer live and should not be searchable online; it will also remove the 
risk of these accounts being hacked without you knowing. 

5 Make a positive footprint: we hear a lot about the negative footprints left 
behind online. The best way to keep your online reputation in check is to use your time 
online to get creative and create a positive footprint.  For example why not write a 
blog to promote all the great things you are doing, fundraise for a charity using an 
online sponsorship page or create a video to teach others something new.
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CYBERBULLYING
What Is It? 

•Bullying through electronic means 
•Text, Facebook, YouTube common 
mediums

•Against school rules and against the 
law

•Ubiquitous  
Phones, computers

•Public  
Visible to anyone

•Constant  
School, play, home

•Viral  
Social media



1 Anytime, anywhere and anonymous: cyberbullying can take place at any 
time and can happen anywhere. Cyberbullying can happen when children are in their 
personal safe space, like at home. The person cyberbullying may never be in the same 
physical space as their target and may attempt to appear anonymous.

2 Large audience and a rapid reach: the difficultly in controlling 
electronically circulated messages, pictures or videos means the scale and scope of 
cyberbullying can be greater than other forms of bullying.

3 “It’s just a joke!” Some instances of cyberbullying can be unintentional. It can 
be the result of not thinking, for example something sent as a joke may be deeply 
upsetting or offensive to the recipient.  

4 Evidence trail: many cyberbullying incidents can themselves act as evidence. A 
trail of evidence can be gathered from online and mobile communications.

WHAT IS DIFFERENT ABOUT 
CYBERBULLYING?



Although bullying is not a specific criminal offence 
in UK law, there are laws that can apply in terms 
of harassing or threatening behaviour. Some 
cyberbullying actions can be criminal offences 
under a range of different laws including the 
Protection from Harassment Act 1997, Malicious 
Communications Act 1988, section 127 of the 
Communications Act 2003 and the Public Order 
Act 1986.

WHAT DOES THE LAW SAY?



1 Always respect others: be careful what you say online and what images you send. 
2 Think before you send: whatever you send can be made public very quickly and could stay 

online forever. 
3 Keep it private! Only give your mobile number, personal email address and other contact 

details to trusted friends. If you are active on social networking services think about what you 
are sharing and who you are sharing it with. You can set your privacy settings to limit who can 
see your content. 

4 Block the bully: learn how to block or report someone who is behaving badly. 
5 Don’t retaliate or reply! 
6 Save the evidence: learn how to keep records of offending messages, pictures or online 

conversations. 
7 Make sure you tell: 

	 •	 Your parent/carer or an adult you trust.  
	 •	 Your school: your teacher or the anti-bullying coordinator can help you 
	 •	 Report it to the social network or app: you can check their help centre to see where to 

report concerns 
	 •	 Remember you can visit ChildLine to chat to a counsellor online, or call 0800 1111.

KEY ADVICE

http://www.childline.org.uk/


CYBERBULLYING
Response 

• Don’t react: responding to the bully 
only makes it worse

• Report the bullying to parents, 
teachers, and site admin

• Don’t participate
• Save evidence
• Encourage others to stand up
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STRATEGIES GOING FORWARD

Teamwork 

• Help your children to understand
• Help each other
• Communicate
• Cooperate
• Know when to unplug



TOP TEN COUNTDOWN
1. Check your Computer Regularly  
2. Disconnect from the Internet when not in use 
3. Try not to share access to your computer with anyone 
4. Backup Regularly 
5. Use smart passwords 
6. Keep your security patches up to date 
7. Use a Firewall 
8. Use precaution when reading emails (phishing) and 
downloading files 

9. Use Antivirus and Spyware software, and keep it up to date 
10. Be a promoter of cybersecurity practises



THANK YOU FOR WATCHING
www.eitts.co.uk
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