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WHY THE RATING?
• Violence, sex or drug references for example. 
• Green is advisory and marks 3+ and 7+ ages
• Orange is for games suitable for 12+ and 16+
• Red is for games online suitable for 18 +

Children who play games with PEGI ratings older than their age group may 
find content that is potentially upsetting. For example, violent content or bad 
language that may be OK for an adult is more
likely to upset a young child.



• Inadvertently or recklessly giving away personal information, including 
password, email or home address or age.

• All the dangers associated with online chatrooms. 
• Downloading ‘cheats’ which claim to help you but which, in fact, may contain 
viruses/spyware.

• Downloading or obtaining in another way, pirated copies of games, which 
can lead to penalties including account suspension, blocking of consoles from 
accessing the manufacturer's server or prosecution.

• Being wary of criminals when buying or selling virtual, in-game property – for 
example high-level characters – if there is real money involved.

• Disposing of game consoles, PCs and mobile devices without having deleted 
your personal information and account details.

• Downloading 'free' web and app-based games in which you have to pay to 
access the full content - becoming more common.

• Playing games for many hours at a time with the danger of becoming 
addicted - check out the dopamine levels of gaming reward.

THE RISKS



•  Play online games only when you have effective and updated antivirus/antispyware software 
and firewall running.

•  Play only with authorised versions of games which you have purchased from the correct 
sources and for which you have a licence.  

•  Verify the authenticity and security of downloaded files and new software by buying from 
reputable sources.

•  Choose a user name that does not reveal any personal information. Similarly, if your game 
includes the ability to create a personal profile, make sure you don’t give away any personal 
information.

•  Use strong passwords.
•  Don’t reveal any personal information to other players.
•  Make sure you keep the game software up to date. Most multiplayer games automatically 

update themselves before letting you connect. Be very wary about downloading any 
unauthorised program relating to the game.

•  Watch out for scams and cons when buying or selling ‘property’ that exists inside a 
computer game, in the real world.

•  Read the manufacturer or hosting company's terms and conditions to make sure there will 
not be any immediate or future hidden charges. 

•  When disposing of your gaming device either by selling, scrapping, giving away or donating, 
ensure all of your personal information has been deleted. The method of doing this varies 
from device to device. Do not forget to delete your account details, and backup or transfer 
your games to your new device if appropriate. 

•  Set guidelines and ground rules for your children when playing online.

SAFE GAMING



• Keep a clean machine: Before your kids start playing, be sure your computer has an activated security suite: a 
firewall, anti-spyware software and anti-virus software. Having the latest security software, web browser and operating 
system is the best defence against viruses, malware and other online threats. 
• Make their password a sentence: Be sure your kids have strong passwords for their gaming accounts. A strong 
password is a sentence that is at least 12 characters long. Focus on positive sentences or phrases that you like to think 
about and are easy to remember (for example, “I love country music.”). On many sites, you can even use spaces!
• Remain positively engaged: Let your kids know they can come to you if they feel uncomfortable when playing a 
game. Participate in the game with your kids. 
• Check the rating: Checking for a game’s Entertainment Rating Software Board’s rating - on game packages, online or 
in some mobile app storefronts – is a great place to start in terms of gauging its age-appropriateness. Many games rated 
by ESRB also have rating summaries that describe in detail exactly what type of content a parent would want to know 
about, along with specific examples. You can even access them from the store using ESRB’s free mobile app. 
• Empower your children to handle problems: Make sure your kid knows how to block and/or report a cyberbully. 
Tell them to keep a record of the conversation if they are being harassed and encourage them not to engage the 
bully. You can also notify a game’s publisher or online service about the offender. Check the online service’s or game 
publisher’s Terms of Service for instructions on how to file a complaint about another player, and be sure to include as 
much information and evidence as possible about the player in question. 
• Protect personal information: Make sure your child’s user name does not give away their real name, location, 
gender, age or any other personal information. (Examples: beach01, book2). Your kids should also use an avatar, not an 
actual picture of themselves. 

GAMING TIPS FOR PARENTS

http://www.esrb.org/mobile/


•Protect your identity: If your kids are playing a game that features live voice chat, 
make sure they are disguising their voice. If the game does not have this feature, do 
not let them use voice chat. 

•Limit their time playing games: Some consoles offer parental control features 
that let parents decide when and for how long their child can play, who they can play 
with, or even let you “mute” or disable the ability for your child to hear the game’s 
online chat (which can at times be pretty colourful). Mobile phones and tablets also 
tend to offer settings by which a parent can restrict access to certain apps (usually 
by their age rating) and/or turn off online access or location services altogether.  

•Keep the computer out in the open: If your computer is in a central location, you 
can monitor your kids’ online activities. 

•Explain privacy: Make sure your kids know that they may not send out any 
materials to fellow gamers that contain private information and/or data. 

•Enable parental controls: Use built-in parental controls on your Web browser. 
•Don’t let your children download anything without your permission: This 

includes cheat programs that may claim to help your child perform better in the 
game, but really could be carrying malware. 

•Prohibition won't work: Your children will use computers and games consoles, 
even if it's at school or at friends' houses. If you talk to your kids about risks and 
good judgment, they will be able to get a lot more out of the web.

GAMING TIPS FOR PARENTS



• Keep a clean machine: All Internet-enabled devices need to be kept up to date to 
protect them from malware and other threats. Security protections are built in and updated on a 
regular basis. Take time to make sure all the mobile devices in your house have the latest 
protections. Before you start playing, be sure your computer/gaming system has the latest 
operating system and software, including anti-virus protection, web browsers and apps.

• Make your password a sentence: A strong password is a sentence that is at least 12 
characters long. Focus on positive sentences or phrases that you like to think about and are easy 
to remember (for example, “I love country music.”). On many sites, you can even use spaces!

• Speak up: If another player is making you feel uncomfortable, tell a trusted adult.

• Report cyberbullies: Learn how to block and/or report another player if they are 
making you uncomfortable. Keep a record of what the other player said, but do not engage 
them.

• Protect your personal information: Never reveal your real name, location, gender, 
age, or any other personal information. Keep your user name vague and use an avatar rather 
than an actual picture of yourself.

GAMING TIPS FOR KIDS, 
TWEENS AND TEENS



• Protect your identity: Do not use voice chat when playing an 
online game, unless there is a feature that allows you to disguise your 
voice. Do not use a web-cam while playing an online game. Do not present 
yourself as dating material.

• Put a time limit on yourself for game playing.
• When in doubt, throw it out: Do not accept downloads from 

strangers. This includes cheat programs that may claim to help you perform 
better in the game, but really could be carrying malware.

• Be web wise: Do not send out materials to fellow gamers that 
contains personal information and/or data.

• Think before you act: Do not meet a stranger from your gaming 
world in person. People are not always who they say they are.

• Be a good digital citizen: Know the risks and practice good 
judgment.

GAMING TIPS FOR KIDS, 
TWEENS AND TEENS
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HOW MINECRAFT WORKS
Different Modes

In Minecraft, when you start a new game there are 3 main modes:

Creative:
Players can do anything, monsters can’t attack them and it’s impossible for 
your character to die. This is the safest mode and is great for younger players 
to get used to the game before they move on to the other levels.

Adventure: 
Players can’t break any blocks, but can kill monsters and animals, or be killed 
by monsters.

Survival:
Players must survive against monsters and hunger. But the monsters can be 
turned off by pressing escape, going into settings and turning the difficulty to 
‘peaceful’.



Minecraft has 2 main player options:

Single player: 
No one can join the player’s game and no one can contact you through the 
Minecraft chat.

Multiplayer: 
Players can join any game they want, public or private. Players can also see, 
speak and interact with others, whether they are friends or strangers. 
Children can play together with friends in the same location or room if they 
are all sharing the same internet connection (LAN).

HOW MINECRAFT WORKS
Single player vs Multiplayer 



Griefers 

The villains. Griefers are human 
players that intentionally set out to 
destroy or steal things that other 

players have built or collected. 
Griefers can act individually or as a 
team, entering public multi-player 

servers with the aim of wreaking as 
much havoc as possible.

Creepers 

Creepers are characters that exist 
within the game but aren’t controlled 

by other players. No less annoying 
than the ‘Griefer’, their only objective 
is to cause as much destruction as 
possible. They do this by exploding 

next to players and damaging anything 
nearby.

Nether 

The dark underworld of the game. 
Players can build and enter a portal 

to the Nether. There are some darker 
elements and it isn’t suitable for 

young players, as it’s filled with more 
dangerous characters and hazards.

Whitelist 

Like an invite list to your child’s 
birthday party, a Whitelist lets 

moderators create a community that 
only includes people who have been 
verified to join. It won’t remove the 
risk, but can reduce the chance of 
bumping into someone who may 

spoil the fun.



The top concerns when playing Minecraft are:

• bullying
• talking to strangers
• hacking
• downloading viruses.

They may also come across inappropriate content like violent or sexual 
language and images.

To help keep children safe on Minecraft, make sure:

• you know where they’re playing
• they’re using appropriate safety settings
• you talk to them about what to do if they see anything upsetting.

THE RISKS

https://www.nspcc.org.uk/preventing-abuse/child-abuse-and-neglect/bullying-and-cyberbullying/


TIPS FOR STAYING SAFE

• Turn off Chat

• Find a Child-Friendly Server

• Watch out for Viruses and Malware

• Set Time Limits
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• Inadvertently allowing viruses on to your computer - from both 
websites and peer-to-peer file-sharing programs. 

• Inadvertently installing adware that enables annoying popup 
advertisements.

• Installing spyware that enables criminals to obtain private 
information for financial gain or identity theft.

• Having your firewall breached, especially when using peer-to-peer 
file-sharing programs.

• Downloading offensive/illegal material or viruses disguised as 
something else.

• Breaching copyright. Although downloading free music, videos and 
software could be tempting, it is illegal to pirate material that is under 
copyright.

THE RISKS



• Ensure you have effective and updated anti-virus/anti-spyware 
software and firewall running before you start downloading. 

• Download executable files (.exe) with extreme caution. These 
are files used by programs to run on your computer. However, 
they are also commonly used in viruses.

• Use trusted download websites rather than peer-to-peer 
systems to obtain programs.

• Be wary about downloading anything, as people can call their 
files anything they like. Something that appears to be a clip from a 
new sci-fi movie could in fact be hardcore porn or a virus-infected 
file.

• Download music only from paid sites such as iTunes, Napster or 
trusted retailers’ websites.

SAFE DOWNLOADING



• Choose safe software, install it safely and use it properly.
• Install file sharing applications only when you have effective and updated 

anti-virus/anti-spyware software and firewall running. 
• Consider paying for a premium version that is not funded by advertising, 

to reduce the risk of adware being installed. 
• Download software only from manufacturers’ or authorised resellers’ 

websites.
• Don't let people browse your files directly, and configure the program 

carefully so that you only share the files you want to and keep the rest of 
your files and personal information private. This avoids sharing your emails, 
photos, financial information or work files with complete strangers.

• Don't share material that is under copyright.

PEER-TO-PEER SHARING
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 • Secure your phone: Use a strong passcode to lock your phone.
 • Think before you app: Review the privacy policy and understand 
what data (location, access to your social networks) the app can access on 
your device before you download.
 • Only give your mobile number out to people you know and 
trust and never give anyone else's number out without their permission.

• Consider disabling the geotagging feature on your phone.
 • Know how to cell block others: Using caller ID, you can block all 
incoming calls or block individual names and numbers.
 • Use caution when meeting face-to-face with someone who 
you only "know" through text messaging: Even though texting is often 
the next step after online chatting, it does not mean that it is safer.

PROTECT YOURSELF WITH THESE STOP. 
THINK. CONNECT. TIPS:



CONNECT WITH CARE
 • Get savvy about WiFi hotspots: Public wireless networks and hotspots are not 
secure, which means that anyone could potentially see what you are doing on your laptop 
or smartphone while you are connected to them. Limit what you do on public WiFi, and 
avoid logging in to key accounts like email and financial services. Consider using a virtual 
private network (VPN) or a personal/mobile hotspot if you need a more secure 
connection.

 • When in doubt, don’t respond: Fraudulent text messages, calls and voicemails 
are on the rise. Just as with email, mobile requests for personal data or immediate action 
are almost always scams. 

 • Now you see me, now you don’t: Some stores and other locations look for 
devices with WiFi or Bluetooth turned on to track your movements while you are within 
range. Disable WiFi and Bluetooth when not in use. 
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